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1.

Introduction

This guide will help you prepare for your online test using the WJEC Remote
Invigilation (RI) service.

Remote Invigilation allows you to take your online test away from your centre, such as
at home or at another suitable location, without an invigilator being in the same room.

WJEC has partnered with an organisation called ‘Talview’ to provide Remote
Invigilation for the following qualifications:

e WJEC Level 2 Children's Care, Play, Learning and Development: Core (MCQ)
e Essential Application of Number Skills: Level 1, 2 and 3 (MCQ)
e Essential Communication Skills: Level 1, 2 and 3 (MCQ)

Overview

Remote Invigilation uses your computer/laptop webcam and microphone to record
what is happening on your screen as you take your test.

A recording is made and saved so it can be reviewed by your centre after you have
finished and logged out. This is to make sure you have behaved appropriately and that
you did not cheat in any way.

Only after your centre has watched and listened to your recording and is satisfied that
you have behaved in the correct manner will you find out whether you've passed.

If your centre has concerns about what they have seen, it could be malpractice, and
you could be disqualified from the assessment.

Before your Test
Before using the Remote Invigilation facility to take your online test, you will need to:

e read the privacy notice published in appendix A

¢ have a suitable form of ID for inspection containing your full name only. The
chosen ID should not be a passport or driver’s licence as these documents contain
additional personal information

e provide your centre with a valid email address

e complete hardware checks to confirm suitability of equipment and web browser to
be used

o familiarise yourself with the on-screen/Remote Invigilation interface by sitting a
practice test

e complete further hardware checks on the day you take your test

¢ make sure the room where you are to take your test is suitable.

© WIJEC EDUQAS CBAC Ltd.
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4.

Suitable Equipment

You will need to have suitable equipment and a web browser to take your test using
Remote Invigilation:

e Suitable equipment

e PC or Applemac computer

e Webcam and microphone

e Recommended web browser — please use the latest version
e For PC — Chrome or Firefox NOT Explorer

e For Applemac — Chrome NOT Safari

Qualification specific information: Additional equipment and
resources

Level 2 Children’s Care. Play, Learning and Development: Core Qualification

The MCQ external assessment is 75 minutes in duration and includes 50 questions.
Calculators are not required and you are not permitted to take any notes or support
materials into the assessment.

Essential Application of Number and Essential Communication Skills
The Confirmatory Tests in both skills is structured as follows:

e Level 1 consists of 20 questions with a maximum duration of 30 minutes
e Level 2 also consists of 20 questions but with a maximum duration of 45 minutes
e Level 3 consists of 30 questions with a maximum duration of 60 minutes.

Candidates cannot have access to a calculator of any kind for Essential Application of
Number Skills or a dictionary of any kind for Essential Communication Skills.

Gallwch ddefnyddio papur plaen a beiro neu bensil yn ystod y Prawf Cadarnhad, ond
dylid dangos hyn i'r camera cyn i'r prawf ddechrau i ddangos ei fod yn wag.. At the
conclusion of the test any paper that has been used must be seen to be destroyed.

No other material is allowed in the test environment.

Suitable Room
The room where you are to take your test must:

e enable you to work undisturbed for the duration of your test

e be well-lit and quiet

e be free from unauthorised equipment, such as mobile phones, second monitors etc
e be free from documents and books

© WIJEC EDUQAS CBAC Ltd.
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7. If there’s a Problem

If you encounter a problem at any stage of the process, you must contact your centre
for support.

You should try to complete your test wherever possible. If something happens that you
feel is beyond your control you should inform your centre as soon as possible,
preferably on the same day you took your test.

8. Accessing the Remote Invigilation Service
You should have received an email from Talview (no-reply@talview.com), with a
verification code and a link to the site. If you cannot find this email in your inbox,
please check your junk mail/spam folder. If you still cannot find an email, please
contact your centre.

The assessment is delivered through either Surpass or Connect platform, depending
on the assessment you are sitting. You will have received a keycode from your centre
which is needed to access the assessment and you will be required to enter this
keycode when prompted.

© WIJEC EDUQAS CBAC Ltd.
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9. Step-by-Step Instructions

Click on attend in your invitation email sent from Talview.

Choose your language
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ENTER VERIFICATION CODE

WJIEC. Surpass iframe

Tirme required is XX-XX minutes

Copy and then paste the verification code from the
invitation email.

You must tick the other 2 boxes on this screen to
proceed.

Click GO.

* Aftend the test in a quest envronment
wilhud any distractions
Close appications such as Skype. Google
Hangouts, #ic which might intermupl he best
Feap e macrophans closs 1 your mouth &
do not change the position Gl the test s
completied

B3 By chciing next yow will agree 1o the Temes 2

WIEC EDUQAS CBAC Ltd.

The next few screens will take you through the
checks to test your webcam and mic to ensure they
meet the requirements of the platform.

Click Next.
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@ HARDWARE TEST

@ Need Help?

Allow access to the following popups that appear, as shown below:

Camera & Mic.

[~w) TALVIEW

Notifications

Location

The system will check that there is a camera and mic
available, and that notifications are turned on in your
browser.

It may prompt you to allow Talview.com access to your
mic and camera.

The system will then move onto the next window.
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@ Authentication @ Need Help?

This is to authenticate your identity

We will take a picture of you and record your voice in the next steps

The system uses Artificial Intelligence software to track
your face during the assessment, so the next few steps
sets this up.

Click Next.

@ Face Capture @ Nead Help?

In the next screen, we will take a picture of your face. Read the tips below and
click on the NEXT button to proceed

Useful Tips:
» Position the camera such that your full
face is visible in the preview.
» Ensure your room is well lit.

» In case your camera is not detected,
select the camera from the 'Select Select Camera

Camera' drop down. Integrated Webcam ~

[-\‘ TALVIEW

WIEC EDUQAS CBAC Ltd.

You will be provided with some hints and tips for taking
your photograph.

Click Next.
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Tk 3 Pactine

@ HARDWARE TEST (Audio) @ need Help?

In the next screen, we will detect your audio. Click on the NEXT button to proceed
after reading the tips below.

Useful Tips:

» Try speaking loud and clear and keep the ' ‘

microphone close to your mouth.
» Use the 'Select Microphone' dropdown, in >
case your microphone is not detected ‘
automatically. )
Select Microphone
» Do not change the position of the
microphone during the assessment.

) miview &

Default - Micropho... ~

WIEC EDUQAS CBAC Ltd.

When you are in position, click Take a Picture.
The system will then be able to recognise your face.
You may be asked to retake your photo if the system is

unable to identify a face (such as if you are wearing
glasses that have a bright reflection on them).

Once you have successfully taken your photograph, you
will be guided to carry out an audio check to ensure your
mic is working properly.

Click NEXT.
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0 HARDWARE TEST (Audio) @ Need Help?

CLICK START RECORDING & READ THE FOLLOWING TEXT

A quick brown fox jumped over a lazy dog.

< Back to Instructions Start Recording

‘ PHOTO 1D VERIFICATION

HioiD WO praas 1D cang ins from of

thés camels and press CAPTURE
tuon

LIpeCed & SCANNED COgry OF YOur
photo 10 in Gne of the Tonmas
B0, PO of Jpeg only

oR -
i,
Chck 10 upioad)

WIEC EDUQAS CBAC Ltd.

Follow the instructions on the screen to complete the
mic check.

Once your mic has been checked you will be able to
move on to the next screen.

If you have been asked by your centre to provide a
Photo ID, you will need to hold your Photo ID (the
chosen ID should not be a passport or driver’s
licence) in front of the camera and click Capture.

If you have not been asked by your centre to provide

photo ID, click the Capture button to take another photo
of yourself.
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@ Environment Test

Environmental test consisis of 3 steps

» Earphone accessory check.
» Table, floor and ceiling check.

» 380° room check.

» 0:00/1:33
Walch the deme to check the procedure for
Environment test

Start Test

@ Need Help?

The Environment Test consists of using your webcam to
record your surroundings to show that you do not have
access to materials and/or resources that aren’t
authorised.

Click Start Test.

@ Environment Test

You have 1 minute to record

Click on start recording to record as shown in the demo

Start Recording

o Need Help?

You can click on ‘View Demo’ to show you what you
need to do.

Click Start Recording when you are ready to record
your surroundings.

WIEC EDUQAS CBAC Ltd.
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@ Environment Test @ Need Help?

Recording Complete

(| I

Once you have finished your recording, click Submit.

© Need Help?

Allow Screen Share

We need your permission to share your screen during the assessment
When prompted, please select "Your Entire Screen’ and
click on the Share bution

You will need to share your screen with Talview.

To do this, click Proceed to Exam.
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Share your screen

attend.talview.com wants to share the contents of your screen. Choose

what you'd like to share. When sharing your screen, make sure that you are on
Your Entire Screen Application Window Chrome Tab the ‘Your Entire Screen’ tab.

Then click on the image of your screen to highlight it as
shown in the screenshot (it will have a blue surround).

Then click Share.

You won'’t be able to click Share until you have clicked
on the image of your entire screen.

**If you fail to share your screen, your
submission may not be counted**

PLATFORM GUIDELINES

This is a MWJEG.Surpass iframe section. You will have 60 minutes to complete this section. Read the following instructions to attend this section
 Click on the ‘Start Session button to begin.

Note: If you do not receive a pop-up screen after clicking on the ‘Start Session’ button, ensure that the pop-ups are enabled in the browser permissions
and refresh the web page to proceed.

1 7 « Click on the ‘End Session’ button once you have completed the section

You can then progress to the exam.

Click Next.

WIEC EDUQAS CBAC Ltd.
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GUIDELINES

Click on Start Session button to begin YOU Wl” need tO CIle on Start Session, aﬂer Wthh
1 8 Click on the End Session button if you have completed the test. you WI" be presented Wlth a keycode screen fOI’ the
Surpass assessment within a few seconds.

Start Session
T T

You will see how much time of the Talview Remote
Invigilation session is remaining (this may differ to
the time allowed for the assessment).

. You can set the test to Full Screen (use the ESC
(L) 01:24:56 key to return to normal screen).

Selecting the Finish button will stop the Talview
Remote Invigilation session.

" Full Screen

You can hide these controls by clicking the up arrow
and showing them again by clicking the green cogs.

WIEC EDUQAS CBAC Ltd.
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Enter Keycode

Enter the keycode provided by your centre and click

Please enter your 8 character HTML Keycode. OK

| |

Surpass - Powering Assessment
Confirm Details
wjec Surpassi#
cbac The Assessment Platform
You will be presented with your first name, surname,
gt s the title of the test and the language which you are
TestName:  2020Cyn Bapur taking the test. If these details are correct, click
(C i Oedolion, -
21 Cmong Gucor Confirm.

Language: English

You will then be able to start the Surpass
Are the details above correct? assessment.

Surpass . Fowerng Assessment

This pop-up flag will appear at the bottom of your
screen to inform you that your screen is being
shared. Click Hide to move it off the screen. DO
NOT click stop sharing.

2 2 I attend.talview.com is sharing your screen. BESETELENLEIN Hide

WIEC EDUQAS CBAC Ltd.
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Answer the questions listed on the left-hand side of
the screen.

You can navigate between questions by either
clicking on the numbered tabs on the left-hand side,
or by clicking the Next button at the bottom right-
hand side of the screen.

Total Test Time Remai... The time you have remaining to complete the
01:14:37 assessment is shown at the top of the screen.

Once you have completed answering all of the
questions, you must finish the assessment — as this

Progress 100% RimISTESE will submit the answers for marking. To do this click

on the Finish Test at the top right of your screen.

Confirm Finish

Confirm Finish

2

If you select Finish, your answers will be submitted
and you will not be able to return to the test.

9 You will need to confirm that you want to
finish the test.

Are you sure you would like to finish the test?

There are two confirmation screens.

WIEC EDUQAS CBAC Ltd.
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Results

You have completed this test.

Your test will be marked and your result made available in
due course.

You may now close the browser window.

DO NOT CLOSE THE BROWSER
WINDOW once your assessment has
been submitted, even though it says that
you can now close it.

Leave your browser openand click on Talview’s
Finish button on the right-hand side of the screen

SESSION COMPLETE

Are you sure you want to end the session?

If you have completed answering the section, click on Finish button to
move ahead or click on Go Baek if you have come here by mistake.

Once you have clicked Finish, you will be taken
through a number of screens asking you to confirm
that you wish to end the Talview session.

Continue to confirm that you wish to finish — and you
will then get to the final screen.

At which point you are then able to close your
browser.

Don’t forget to tell your centre you have
finished the test or you will not get a
result!

WIEC EDUQAS CBAC Ltd.
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10. Malpractice
Remember that after you have finished your test and logged out in the correct way
your recording will be reviewed. You must make sure, when you are taking your test,
that you:

e do not leave the room at any time

e behave appropriately

e do not talk or interact with anyone else

e do not use or have access to any unauthorised devices, material or documentation
e do not engage in any unfair or dishonest practice during the test

e do not try to cheat or break the rules.

Failure to do so could be considered as potential malpractice.

© WIJEC EDUQAS CBAC Ltd.
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Appendix A: Privacy Notice

Introduction

This privacy notice is provided by WJEC. WJEC is Wales’ largest provider of bilingual
qualifications.

In response to the disruption caused to the delivery of qualifications by the coronavirus
pandemic, WJEC has introduced a new service to schools and colleges (‘Centres’) whereby:

e Certain of WJEC’s online examinations and assessments can be sat by candidates at
locations other than Centre premises (for example, at work or from home);

e The invigilation of the relevant examinations and assessments by Centres will take place
remotely, either in real time (i.e. while the examination or assessment is taking place)
(known as ‘Live Invigilation’) or by Centres subsequently reviewing a recording of a
candidate taking the examination or assessment (known as ‘Record & Review
Invigilation’).

The services described above (the ‘Remote Invigilation Services’) will be provided using a
remote invigilation platform (the ‘System’) made available to WJEC by a third party
organisation, Talview Inc (‘Talview’).

Use of the System to deliver the Remote Invigilation Services will involve the use of candidate
personal information in a number of new ways. It will also result in the generation of new
personal information relating to candidates. For example:

e Centres and WJEC will need to share additional personal information with one another
relating to candidates who will be sitting relevant online examinations and assessments;

¢ WJEC will need to make certain personal information relating to candidates available to
Talview; and

e The System will make use of artificial intelligence (Al) software to monitor candidates
when sitting online examinations and assessments in order to detect behaviour which
may indicate candidate malpractice.

The purpose of this privacy notice is to provide candidates who will be using the System with
information relating to WJEC’s use of their personal information. Amongst other things, this
privacy notice includes information for candidates about what personal information relating to
them will be used and/or generated as a result of the provision of the Remote Invigilation
Services by WJEC, the ways in which candidates’ personal information will be used and who
it will be shared with.

This privacy notice supplements WJEC’s general privacy policy, which you can find on
WJEC’s website here .

Candidates who will be using the System will also be sent additional guidance by Centres
and/or WJEC relating to the processes and procedures involved.

What personal data will be processed and why?

The provision by WJEC of the Remote Invigilation Services will involve the use of the following
personal information relating to candidates:

e Your forename and surname;
e Your email address;

© WIJEC EDUQAS CBAC Ltd.


https://www.wjec.co.uk/home/privacy-policy/

Remote Invigilation Candidate Guide 20

Your candidate Identification Number; and
Your student card or other form of photographic identification (‘Photo ID’).

The above personal information will be provided to WJEC by Centres or, in the case of Photo
ID, by candidates directly.

Use of the personal information listed above is necessary for the following purposes:

To enable WJEC to make the necessary arrangements with Talview to set up remote
invigilation sessions;

To enable Centres to check the identity of candidates by comparing their on-screen
image to their Photo ID; and

To enable Talview to share with WJEC and Centres recordings and data generated
during remote invigilation sessions.

In addition, the following personal information relating to a candidate will be generated as a
result of the candidate’s use of the System:

A video recording of an ‘environmental check’ carried out by the candidate prior to
beginning an online examination or assessment. This will essentially involve the
candidate scanning the area around and under their desk in order to evidence that the
candidate does not have any materials or devices which could be used to assist them
during an examination or assessment;

A screen shot of the candidate’s face. This image will be used by Centres to assist with
the identification of candidates and so that the Al software referred to above is able to
identify a human face when monitoring an online examination or assessment. No facial
recognition technology is used within the Al software;

A video recording (film and audio) of the candidate sitting the relevant online examination
or assessment. Such recording will be automatically created by the System once a
candidate begins their online examination or assessment and will be used by Centres for
the purposes of invigilation;

Data generated by the Al software as a result of the monitoring of the candidate whilst
taking the examination or assessment. Such data will comprise automated flags
identifying behaviour which could indicate candidate malpractice and an overall
compliance rating;

Data generated by Centre invigilators when invigilating an examination or assessment.
Such data will consist of digital flags and commentary (where an invigilator observes
behaviour which may indicate candidate malpractice) and an overall compliance rating.

In accordance with normal examination and assessment practice, Centres will be responsible
for making final decisions about the presence of candidate malpractice in accordance with
their internal policies and procedures.

© WIJEC EDUQAS CBAC Ltd.



Remote Invigilation Candidate Guide 21

What is the lawful basis for WJEC’s processing of candidate personal information?

Personal information can only be used by organisations if such use can be justified by the
existence of one or more ‘legal bases’ for processing. The legal bases which may be relied
upon are set out in UK data protection legislation.

The legal basis which will be relied upon by WJEC in relation to the processing of candidate
personal information for the purposes of the Remote Invigilation Services is that such
processing is necessary for the purpose of legitimate interests pursued by WJEC and Centres.

Those legitimate interests are that, particularly as a result of the coronavirus pandemic, WJEC
needs to identify and provide new ways of delivering its qualifications, in accordance with the
required standards.

In addition, in relation to health and social care qualifications, WJEC and City & Guilds deliver
a joint suite of qualifications and City & Guilds already uses the System. Use of the System
by WJEC, therefore, ensures that there is consistency and continuity for candidates across
the suite of qualifications.

Who will WJEC share candidate personal information with?

¢ WJEC will share candidates’ names, email addresses and candidate identification
numbers with Talview for the purposes of enabling Talview to schedule and run remote
invigilation sessions

e Recordings and also data generated by the operation of the Al software will be made
available by WJEC to Centres for the purpose of Record & Review Invigilation and to
enable Centres to reach decisions concerning candidate malpractice.

What security measures are in place?

The System is protected by technical and organisational security measures and access to
candidate personal information will be restricted to those members of WJEC, Talview and
Centre staff who require such access to perform their roles.

Also:

e AIlWJEC, Talview and Centre staff members who have access to the System will be
bound by confidentiality obligations to ensure that they can only use candidate
personal information for the purposes of performing their roles; and

e Access to recordings will be restricted to a limited number of Centre and WJEC staff
members.

Will there be any solely automated decision making?

Under data protection law, specific rules apply if an important decision is made about an
individual using their personal information by automated means (i.e. without any human
involvement).

Although the System uses Al software to monitor candidates during online examinations and

assessments and to generate compliance ratings, no decision about candidate malpractice
will be made by a Centre solely on the basis of data generated by the Al software.

© WIJEC EDUQAS CBAC Ltd.
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In relation to both Live Invigilation and Record and Review:

e Centre invigilators will observe either live sessions or recordings of sessions; and

e Centres will reach decisions about candidate malpractice in accordance with their
internal policies and procedures and only after considering all of the evidence, including
flags and comments made by human invigilators. Ratings and data produced by the Al
software will merely be used to assist Centres with this process.

How long will WJEC retain candidate personal information?

Personal information relating to candidates will be stored on the System by Talview on behalf
of WJEC for a period of 3 months from the date on which the relevant examination or
assessment takes place. Personal information relating to candidates are retained for this
period for the purpose of enabling WJEC and Centres to review the relevant information
should they need to.

After this 3-month period, candidate personal information will be removed from the System
and archived by Talview on behalf of WJEC for a further period of 3 months. Access to
candidate personal information during this period is subject to additional restrictions. The
purpose of such archiving is to enable WJEC to access candidate personal information should
an issue or query arise in relation to an examination or assessment.

At the end of the archive period, candidate personal information will be permanently deleted
by Talview.

Will candidate personal information be transferred outside the UK?

If an organisation transfers an individual’s personal information outside the UK (a ‘restricted
transfer’), it must ensure that certain conditions are met.

In this case, although the System is hosted by Talview in the EEA (which is permitted by
special arrangements in place between the UK and EEA):

e Talview is established and located in the USA and uses a limited team of employees
based in India to provide support in relation to the System;

e If Centres use Live Invigilation, Talview may need to use a sub-contractor established in
India to undertake certain tasks.

Consequently, WJEC is required to take additional steps to ensure that candidates’ personal
information is properly protected.

WJEC has undertaken a transfer risk assessment to assess the risks involved in making a
restricted transfer to Talview and has concluded that the risk to data subjects is minimal.
WJEC and Talview have also put in place additional safeguards to ensure that candidate
personal data is appropriately protected.

Centres will only use Live Invigilation where this is agreed with WJEC. In this situation, WJEC

will take the steps referred to above to ensure that candidate personal data is appropriately
protected.

© WIJEC EDUQAS CBAC Ltd.
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What rights do candidates have in relation to their personal information?

Individuals have a number of rights in relation to their personal information under UK data
protection law. These are:

A right of access: This is a right to obtain access to an individual's own personal information
and various supplementary information.

A right to have personal information rectified: This is a right to have personal information
rectified if it is inaccurate or incomplete.

A right to erasure: This is a right to have your personal information deleted or removed in
certain circumstances.

A right to object: This is a right to object to the use of your personal information in certain
circumstances.

A right to restrict processing: This is a right to ‘block’ or suppress processing of your
personal information.

A right to data portability: This is a right to obtain and re-use your personal information for
your own purposes in certain limited circumstances.

Not all of the above rights may apply in relation to the personal information which will be being
processed by WJEC in relation to the provision of the Remote Invigilation Services. You can
find out more about your rights and when they apply on the Information Commissioner’s Office
website.

How can you contact WJEC?

WJEC’s Data Protection Officer is Ben Newby. You can contact Ben as follows
ben.newby@wijec.co.uk.

For further information contact info@wjec.co.uk.

If we are unable to deal with a complaint to your satisfaction or if you are unhappy with the
way we are using your personal information, you also have the right at any time to make a
complaint to the ICO. You can contact the ICO at https://ico.org.uk/concerns or by telephoning
0303 123 1113.

© WIJEC EDUQAS CBAC Ltd.
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