DATA PROTECTION POLICY  

This is a statement of data protection policy adopted by WJEC.

1. Introduction

The correct handling of personal information by WJEC is a vital factor in ensuring that it operates successfully, and in maintaining the confidence of those organisations and individuals with whom we deal. The purpose of this policy is to ensure that WJEC treats personal information lawfully and correctly. 

Personal information is any information that relates to an identifiable individual. WJEC needs to collect and use certain types of personal information in order to operate efficiently. This includes information collected from centres, examiners, current, past and prospective employees, suppliers, clients/customers and others with whom it communicates.  Additionally, WJEC may occasionally be required to process certain types of personal information to comply with external requirements, e.g. those of government departments or regulatory authorities.  

This personal information must be dealt with properly however it is collected, recorded and used whether on paper, on computer (including emails), or recorded on other material.

In order to achieve this, WJEC must comply with the eight data protection principles of the Data Protection Act 1998. In summary, these state that personal information shall:

1. be processed fairly and lawfully and not be processed unless specific conditions are met;

2. be obtained only for one or more specified and lawful purposes, and not be  processed in any manner incompatible with that purpose;

3. be adequate, relevant and not excessive for that purpose;

4. be accurate and kept up to date where necessary;

5. not be kept for longer than is necessary for that purpose;

6. be processed in accordance with the rights of data subjects under the Act;

7. be kept safe from unauthorised access, accidental loss, damage or destruction;

8. not be transferred to a country outside the European Economic Area unless that country has an adequate level of protection for personal data.

2.  Responsibilities of WJEC Staff 

All WJEC staff or others who process any personal information about other people on behalf of WJEC must ensure that they follow these eight principles at all times.

2.1  Information held about other people
All staff are responsible for ensuring that:

· any personal information that they hold about other people is kept securely

· personal information about other people is not disclosed in any form to any unauthorised third party.

Unauthorised disclosure will usually be a disciplinary matter, and may be considered gross misconduct. Staff can incur criminal liability if they knowingly or recklessly obtain and/or disclose personal information without the consent of WJEC. 

2.2 Information provided to WJEC about themselves
All staff are responsible for ensuring that:

· information that they provide to WJEC in connection with their employment is accurate and kept up to date

· informing WJEC of any changes to information that they have provided about themselves, e.g. changes of address.

It is WJEC’s policy to make public some information about WJEC’s Board of Directors and certain members of staff, lists of staff and work contact details. Any person who has good reason for wishing details in these lists to remain confidential should consult the Human Resources Manager.

Any member of staff who considers that the policy has not been followed in respect of personal information held about themselves should raise the matter with the Human Resources Manager in the first instance. If the matter is not resolved it should be raised as a formal grievance.

3.  Responsibility of Managers

A manager for a particular area of work has responsibility for ensuring that arrangements are in place for:

· observe fully the conditions set out in the Act regarding the fair collection and use of information

· meet its legal obligations to specify the purposes for which information is used

· collecting and process appropriate information only to the extent that it is needed to fulfil operational needs or to comply with any legal requirements

· ensuring the quality of information used

· determining the length of time for which information is held, and ensuring compliance

· ensuring that the rights of individuals about whom information is held can be fully exercised under the Act  (these include the right to be informed that processing is being undertaken; the right of access to one’s personal information; the right to prevent processing in certain circumstances; the right to correct, rectify, or erase information which is regarded as wrong information)

· take appropriate technical and organizational security measures to safeguard personal information

· ensure that personal information is not transferred abroad without suitable safeguards

4.   Rights of Data Subjects

4.1  General
All data subjects are entitled to:

· know what information WJEC holds and processes about them and why

· gain access to that information

· keep the information up to date

· prevent processing likely to cause damage or distress

· prevent processing for the purpose of direct marketing

· the right to compensation where a data subject suffers damage and/or distress as a result of a breach of the Data Protection Act.

4.2  Rights to Access Information
All data subjects have the right to access any personal information kept about them by WJEC, either on computer or manual files. Some information may be accessible automatically by the data subject. For information not automatically available a subject access request may be made to the Director of ICT using WJEC’s “Request Form for Subject Access to Personal Data”.  WJEC will make a charge of £10 on each occasion that such access is requested. 

The data subject should receive access within 40 days of receipt of a written request accompanied by the fee.  The period of 40 days may need to be extended if additional information is required from the person making the request to confirm the identity of that person or to enable WJEC to locate the information.

4.3  Subject consent
In some cases, WJEC may only process information with the consent of the subject; if the information is sensitive, explicit consent may be needed. Sensitive data include information about a person’s racial or ethnic origin, political opinions, religious belief, membership of a trade union, physical or mental health, sexual orientation, criminal convictions or charges. Such information may needed by WJEC to ensure safety, to comply with the requirements of government and statutory organisations, or to fufil organisational policies.

5.   Lead Strategic Responsibility for Data Protection

Lead strategic responsibility for data protection within WJEC is taken by the Director of ICT, who is also the WJEC Data Protection Officer. 

This lead responsibility includes ensuring that there are arrangements in place for:

· all staff managing and handling personal information to understand that they are contractually responsible for following good data protection practice

· all staff managing and handling personal information to be appropriately trained to do so

· all staff managing and handling personal information being appropriately supervised

· individuals wanting to make enquiries about how personal information is processed being informed of the procedure

· queries about handling personal information being promptly and courteously dealt with

· methods of handling personal information being clearly described

· a regular review and audit being made of the way personal information is managed

· methods of handling personal information being regularly assessed and evaluated

· performance with handling personal information being regularly assessed and evaluated

· ensuring that the framework for managing CCTV, under the responsibility of the Director of Finance & Estates as detailed in the Annexe, are compatible with WJEC’s overall Data Protection Policy

· this policy statement is reviewed annually in line with current legislation, and changes in WJEC organisational practice and procedures. 

Annexe

CCTV Code of Practice

The monitoring, recording, holding and processing of images of distinguishable individuals constitutes personal data as defined by the Data Protection Act (1998). This Code of Practice is consequently intended to ensure that in its use of Closed Circuit Television (CCTV) WJEC is fully compliant with the requirements of the Data Protection Act (1998), with related legislation and with the CCTV Code of Practice published by the Office of the Information Commissioner. It should be read in conjunction with WJEC’s Data Protection Policy that outlines the Data Protection Principles upon which these guidelines are based. 

1. Responsibility 

· Responsibility for implementing WJEC’s Data Protection Policy as it relates to CCTV is held by the Director of Finance & Estates 

· Responsibility for managing WJEC’s CCTV network and for monitoring implementation of this Code of Practice is held by the Director of Finance & Estates acting as Manager of the CCTV Scheme 

· Responsibility for the day-to-day management and use of authorised CCTV systems is delegated by the Director of Finance & Estates to appropriately designated staff, including to the Trefforest Operations Manager who may in turn delegate specific responsibilities and duties at that site. 

2. Approval and Registration

Any new requests for installation of CCTV on WJEC premises will be addressed by the Director of Finance & Estates who has responsibility for maintaining a listing of the location of cameras and associated equipment.

3. Purpose 

CCTV systems are employed at WJEC only for the following specific purposes: 

· to discourage delinquent and anti-social behaviour 

· to deter and detect crime, including theft and criminal damage 

· to enhance the safety and well-being of staff, visitors and members of the public 

· to assist in the overall management of buildings and campus facilities

Where, in carrying out these purposes, images are obtained of persons committing acts of an illegal nature and/or acts which breach WJEC’s policies and procedures, these may be used as evidence.

4. Location and sites 

WJEC’s installation of CCTV systems must comply with the following guidelines:

· cameras are not hidden from view and are sited in such a way as to ensure that they only monitor spaces intended to be covered 

· signs are displayed so that everyone is aware that they are entering a zone that is covered by surveillance equipment 

· signs indicate the purposes for which cameras are installed and contact details for the Manager of the CCTV Scheme

5. Processing data

Access to, and disclosure of, images is restricted and carefully controlled, in order to safeguard the rights of individuals and also to ensure that evidence remains intact should the images be required for evidential purposes. The Director of Finance & Estates must:

· restrict access to those staff who need to have access to recorded images for the purpose(s) for which the system was installed 

· make practical arrangements for ensuring that recorded images are viewed only by authorised staff, via a nominated PC in a secure and confidential location 

· ensure that the CCTV log records all processing of data

6. Access

Arrangements for access to CCTV images are covered by WJEC’s Data Protection Policy. Data Subjects who seek access to their personal data must complete a standard Subject Access Request form as outlined in that policy. The Director of Finance & Estates must ensure that:

· all staff are made aware of the rights of data subjects to access images of themselves and the conditions under which access may be granted to them and to third parties 

· all subject access requests are dealt with by WJEC’s Data Protection Manager in consultation with the Scheme Manager, Local Manager and and/or other senior members of staff as appropriate 

· images are not to be disclosed to third parties without the permission of the Director of Finance & Estates or Chief Executive or their nominee 

· all requests from the police for access or disclosure are dealt with according to procedures detailed in the Data Protection Policy 
7. Covert monitoring

Covert use of CCTV can only take place on the documented authorisation of the Director of Finance & Estates or Chief Executive or their nominee. For these circumstances to occur, there must be reasonable cause to suspect that unauthorised or illegal activity is taking place, or is about to take place, or that a breach of WJEC policies and procedures is taking place, or is about to take place. Covert monitoring will be undertaken only for a limited and reasonable period of time consistent with the documented objectives. All decisions relating to the use of covert CCTV will be fully recorded.

8. Documentation

The CCTV system must have associated documentation listing the purposes for which the system has been installed and sited in that particular location. Documentation must also include details relating to means of access to images, extent of access, and must log requests to view, viewings themselves, any outcomes, repairs to cameras or re-siting of cameras. Those authorised to view images must provide a signature agreeing to abide by this Code of Practice.

The Director of Finance & Estates will also ensure completion and regular updating of the CCTV checklist as advised by the Information Commissioner.

9. Monitoring and review

This CCTV Code of Practice will be kept under continuous review. Any questions about its interpretation or operation should be referred to the Director of Finance & Estates.

